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Deliver Applications at DevOps Speed

Most organizations are implementing DevOps practices to deliver secure, quality applications fast-

er than their competition. But how can you deliver secure applications at scale if your open source 

policies are enforced by waterfall-native processes? 

There is a reason why so many organizations are shifting security practices left. Traditional Soft-

ware Composition Analysis (SCA) tools use whitelists and blacklists and manual review processes 

to analyze the quality of applications after development. This doesn’t scale to meet the need for 

DevOps speed. Selecting secure, high quality open source and third party components at the earli-

est possible part of the DevOps pipeline eliminates manual re-work later. 

Also, as many security professionals will attest to, enforcing open source policies is key. The best 

way to enforce policies is to automate them, while providing flexibility at different phases of the 

SDLC. Reports of known defects and remediation workflows don’t scale. With precise intelligence 

about the quality and security of open source components, organizations can confidently enforce 

policies within the DevOps toolchain, not after the fact. But not all tools are created equal, preci-

sion is hard to do, and many vendors take the easy way out.

Precision Matters in Identification

It is important to understand the various approaches that are commonly used to examine and iden-

tify components. It is also important to understand why these approaches are not precise enough 

to empower, automate, and scale modern software supply chains.

Identification Approach Why this approach is not sufficiently precise

File Name - components are identified by 

evaluating file names alphanumerically.

False positives - filenames such as util.jar or 

core.js are very common (like looking in a phone 

book and trying to identify a specific person with 

last name of Smith).

False negatives – files are constantly renamed, 

especially with JavaScript, and therefore compo-

nents evade comparison results.

Incomplete - while naming will identify struts.jar 

or jquery.js (two popular components), it will not 

reveal the specific version of the component.
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Identification Approach Why this approach is not sufficiently precise

File Hash - components are identified by examin-

ing a unique identifier called the hash or check-

sum.

False negatives (unknowns) - Developers often 

recompile components and regularly post-pro-

cess (minify, compress) files. Any change, no 

matter how minor, will result in a different hash 

that precludes identification by this method.

NAMESPACE/METADATA - components are 

identified by looking at packaging instructions in 

files or manifests (e.g. pom.xml - Apache Maven, 

gradle - Gradle, package.json - npm)

False Positives - Duplication of coordinates is 

a common problem. Just because the package 

manager thinks it has a file with the right name-

space, doesn’t mean it’s not an altered one, from 

another repo.

Unknowns - packaging systems often insert com-

ponents that are unable to be identified.

Multiples - multiple packaging systems are com-

monly used which simply compounds the issues 

above.

Source Code - components identified by scan-

ning source code to find fingerprints that match 

other known (inventoried) source code (code 

snippets).

Availability - when source code is not available 

to scan, it is (obviously) impossible to identify the 

code and its associations.

False positives - source code matching is based 

on snippet analysis which results in numerous 

false positives. This is because common coding 

patterns exist, making different pieces of source 

code appear similar.

Redundant positives – a given piece of source 

code, especially in open source, often exists 

in multiple projects and, within a project, likely 

exists in many versions of a component.

Speed - source code scanning is a slow process 

and does not provide feedback fast enough to 

align with the requirements of the modern soft-

ware supply chain.
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Advanced Binary Fingerprinting

The inability of other approaches to precisely identify components led Sonatype to invest the 

necessary time and capital to invent Advanced Binary Fingerprinting. Recognizing that precision is 

so important, Sonatype committed to creating new techniques, processes, and algorithms in data 

science.

Here are two examples of the result:

• Java - An application is shipped as a Java Enterprise Archive (EAR) artifact. The EAR contains 

three Java web applications (WAR). Each of these contain numerous JAR files, including one 

with a Java JAR file created by patching (forking) an open source project and recompiling it 

to create a new custom JAR. With Sonatype Advanced Binary Matching, we can identify all 

nested files successfully. In addition, our patented algorithm will trigger the similarity result and 

indicate a close partial match to the forked open source including the project version.

• Javascript - An application is shipped as a self-extracting zip file. The file contains a number of 

JavaScript files, including one with a dependency for jQuery. However, this file was renamed, 

and has therefore lost any identifying information to the jQuery dependency. Using Sonatype’s 

proprietary matching, the component is identified, and traced back to the original jQuery de-

pendency, including the specific version.

Precision Matters in Data Intelligence

Once you have the ability to precisely identify components, the next step toward true software 

supply chain automation is assuring that the metadata that describes the attributes of a component 

are sufficiently precise. This allows decisions about a component’s acceptability to be adjudicated 

through automated processes.

As with component identification, searching through various databases for metadata such as secu-

rity disclosures by the name of a component will inevitably produce poor information. Recognizing 

this, Sonatype invests heavily in a team of experts that conduct proprietary research to develop 

deep intelligence on components. These experts leverage public and private data feeds, mine 

popular repositories (like GitHub), and monitor project web sites, but never rely on those informa-

tion sources without thorough curation.

For licensing, that means not just relying on the license declarations made by the project but also 

examining headers within the source code. For security defects, that means finding the root algo-

rithm flaw and documenting paths to remediation or alternative resolution. For other attributes, that 

means both quantitative and qualitative assessments of architectural and project integrity.
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Enforce Policies with Confidence

Precision is the only way to empower teams to make better decisions, so that they can scale faster 

with controls that are flexible enough to reflect the policies of the organization in the context of the 

applications that are being developed.

Every organization, every team, and every application is fundamentally unique. Therefore, you 

need to ask yourself the following question: at what point in the software lifecycle do you want to 

examine the attributes of a component?

• Every time a developer downloads a new component?

• Whenever a development team produces a build?

• During pre-release testing?

• When applications are ready for production?

Which is best?

The answer, of course, is that all of them are important because the world of modern software 

development is not one size fits all. Indeed, every situation is different and therefore it is critical 

to have component intelligence tools that are flexible enough to add value at every stage of the 

DevOps tool chain. This includes the developer IDE, build systems, repository managers, CI/CD 

tools, image constructors, delivery orchestrators, and production runtime environments.

After deployment, preserving a bill of materials and monitoring the ecosystem for new information, 

such as the discovery of a new security defect, is also imperative.

In Summary

When it comes to using open source components to manufacture modern software, the bottom 

line is this – precise intelligence is critical. Tools that lack precision cannot scale to the needs of 

modern software development. Inaccurate and/or incomplete data will leave organizations to deal 

with vulnerabilities, licensing, and other quality issues that lead directly to higher costs and re-

duced innovation.

Sonatype Data Services and Advanced Binary Fingerprinting power a unique solution that enables 

organizations to:

• Empower innovation by equipping teams with the ability to precisely identify the highest quali-

ty open source components.

• Scale fast with component intelligence that is precise enough to enable automation at every 

phase of the software lifecycle.



• Control component usage with flexible policies that can promote granular decision support 

across varying teams, languages, and application profiles.

With precise identification on your side, you have the power to error-proof the software supply 

chain. This means eliminating, with certainty, the risks and inefficiencies that diminish innovation. 

This also means unlocking the full potential of talented developers so you can innovate faster and 

compete more effectively on a global playing field.

We welcome any questions that you might have and we encourage you to sample the incredible 

value of Sonatype Data Services and Advanced Binary Fingerprinting. To take the next step, try 

our free tool, Application Health Check, or schedule a demo today.

Last year developers requested 52 billion components from the Central Repository to manufacture the software applications that run the 

world. Additionally, with more than 120,000 installations, companies around the globe use Sonatype’s Nexus solutions to manage reus-

able components and improve the quality, speed and security of their software supply chains. Sonatype is privately held with investments 

from New Enterprise Associates (NEA), Accel Partners, Hummer Winblad Venture Partners, Morgenthaler Ventures, Bay Partners and 

Goldman Sachs. For more information, visit: www.sonatype.com

Headquarters 

8161 Maple Lawn Blvd, Suite 250 

Fulton, MD 20759 

United States – 1.877.866.2836

European Office 

1 Primrose Street 

London EC2A 2EX 

United Kingdom

APAC Office

5 Martin Place, Level 14

Sydney 2000, NSW

Australia

Sonatype Inc. 

www.sonatype.com

Sonatype Copyright 2017 

All Rights Reserved.

• Control component usage with flexible policies that can promote granular decision support 

across varying teams, languages, and application profiles.

With precise identification on your side, you have the power to error-proof the software supply 

chain. This means eliminating, with certainty, the risks and inefficiencies that diminish innovation. 

This also means unlocking the full potential of talented developers so you can innovate faster and 

compete more effectively on a global playing field.

We welcome any questions that you might have and we encourage you to sample the incredible 

value of Sonatype Data Services and Advanced Binary Fingerprinting. To take the next step, try 

our free tool, Application Health Check, or schedule a demo today.

Last year developers requested 52 billion components from the Central Repository to manufacture the software applications that run the 

world. Additionally, with more than 120,000 installations, companies around the globe use Sonatype’s Nexus solutions to manage reus-

able components and improve the quality, speed and security of their software supply chains. Sonatype is privately held with investments 

from New Enterprise Associates (NEA), Accel Partners, Hummer Winblad Venture Partners, Morgenthaler Ventures, Bay Partners and 

Goldman Sachs. For more information, visit: www.sonatype.com

Headquarters 

8161 Maple Lawn Blvd, Suite 250 

Fulton, MD 20759 

United States – 1.877.866.2836

European Office 

1 Primrose Street 

London EC2A 2EX 

United Kingdom

APAC Office

5 Martin Place, Level 14

Sydney 2000, NSW

Australia

Sonatype Inc. 

www.sonatype.com

Sonatype Copyright 2017 

All Rights Reserved.

ASERVO Software GmbH 

Konrad-Zuse-Platz 8 
81829 München / Germany 

T: +49 89 7167182-40 
F: +49 89 7167182-55 

Email: contact@aservo.com  
www.ASERVO.com


